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Abstract

Online surveys and recruitment mechanisms, including crowd-
sourcing platforms such as Prolific and MTurk, as well as so-
cial media-based recruitment, have become core infrastructure
for human-subjects research. At the same time, their accessi-
bility has made studies increasingly vulnerable to large-scale
fraud. Prior work on survey fraud is extensive yet fragmented:
different communities use inconsistent definitions, conflate
inattentive responding with intentional or automated attacks,
and deploy mitigation techniques without explicit threat mod-
els. This paper presents a Systematization of Knowledge
(SoK) on online survey fraud. Based on a structured review
of 124 papers across multiple disciplines that explicitly con-
ceptualize, evaluate, or advance fraud-related mechanisms,
we synthesize how fraud is conceptualized, where it arises
across the survey lifecycle, and how detection and mitigation
strategies are proposed and reported in this literature. Our
analysis reveals three recurring gaps: (1) a lack of consistent
and explicit definitions that distinguish inattentive responding
from adversarial human and automated fraud; (2) systematic
misalignment between fraud threats and reported defenses,
particularly when recruitment-stage attacks are addressed
only post hoc; and (3) inconsistent reporting practices that
limit interpretability and reproducibility.

1 Introduction

Online surveys and crowd-sourced data collection have be-
come foundational to empirical research in psychology, public
health, social science, human-computer interaction, and us-
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able security. These methods enable rapid, large-scale access
to participant populations that are otherwise difficult or costly
to reach, and they are now routinely used to study sensitive
behaviors, health outcomes, political attitudes, and security-
relevant decision-making [9,96]. As online data collection has
scaled, researchers across domains have reported growing con-
cerns about fraudulent participation threatening the validity,
reliability, and reproducibility of empirical findings [69, 111].

Early work on survey data quality largely framed problem-
atic responses as inattentive or low-effort behavior. Accord-
ingly, much of the literature focused on attention checks, in-
structional manipulation checks, and response-time thresholds
to identify disengaged respondents [1, 83, 86]. While these
techniques remain widely used, subsequent studies have docu-
mented important limitations, including susceptibility to false
positives and the risk of excluding valid participants when
applied without clear justification or validation [109,112,121].
Crucially, these approaches were not designed to address ad-
versarial behavior. As online recruitment platforms and paid
crowdwork have scaled, the threat landscape has also evolved.
More recent work shows that many threats to survey integrity
arise from deliberate attempts to exploit recruitment and val-
idation mechanisms, often for financial gain [24,57]. Docu-
mented behaviors include faking eligibility, reusing recruit-
ment links, operating multiple accounts, masking location
through VPN or proxies, and completing surveys at scale us-
ing scripts or automated systems [27,41,65]. These behaviors
introduce structured bias rather than random noise and can
undermine core assumptions of standard survey methodology.

The emergence of large language models (LLMs) fur-
ther complicates this landscape. Recent studies show that
Al-generated survey responses can be fluent, internally con-
sistent, and difficult to distinguish from human-written text
using common heuristics [54,66]. Unlike earlier scripted bots,
LLM-based systems can adapt responses to survey context,
evade attention checks, and mimic demographic or stylistic
patterns, weakening many existing detection pipelines [5,123].
As a result, techniques originally developed to filter inatten-
tive responding are increasingly misapplied to adversarial and



automated threats. These challenges impose significant costs
on researchers. Health and social science studies report esca-
lating fraud during periods of intensified online recruitment,
such as the COVID-19 pandemic, leading to extensive manual
verification workflows and repeated data collection [24, 119].
Compensating fraudulent participants results in direct finan-
cial loss, while post-hoc filtering and study reruns consume
substantial time and resources. Because these attacks target
recruitment and validation mechanisms, they cannot be reli-
ably mitigated through response-level checks alone. Despite
growing attention to these issues, research on survey fraud
remains fragmented. Different communities use inconsistent
definitions of “fraud,” often conflating inattentive respond-
ing, intentional human deception, and automated participation
under a single label [65, 114]. Detection and mitigation strate-
gies are frequently proposed in isolation, evaluated on nar-
row datasets, and deployed without explicit threat models that
specify adversary goals, capabilities, or adaptiveness [46,111].
This fragmentation obscures which defenses address which
threats and creates a false sense of security when techniques
are applied outside their intended contexts.

In this paper, we present a Systematization of Knowl-
edge (SoK) on online survey fraud. We synthesize prior
work across psychology, health sciences, social sciences, eco-
nomics, and computer science to examine how fraudulent par-
ticipation is defined, where it arises across the survey lifecy-
cle, and how detection and mitigation strategies are proposed,
evaluated, and reported in papers that explicitly engage with
survey-fraud-related mechanisms. Our corpus focuses on pa-
pers that explicitly define, conceptualize, evaluate, or advance
survey-fraud-related mechanisms, rather than all survey-based
studies that may use routine data-quality checks. We adopt
a security-oriented perspective that distinguishes inattentive
responding, intentional human deception, automated partic-
ipation, and Al-mediated attacks. We also treat recruitment
platforms as part of the survey-fraud threat model, because
they provide some security-relevant controls while leaving
residual risks for researchers to manage.

This SoK is organized around three research questions. For
each question, we summarize the main finding.

* RQ1: How is survey fraud conceptualized and defined

across research domains?
We find that definitions vary widely. Many papers use the
term “fraud” to describe very different behaviors, including
inattentive responding, intentional deception, coordinated
human fraud, and automated or Al-generated participation.
Few studies clearly distinguish between these categories or
specify what kind of adversary they assume.

* RQ2: What detection and mitigation strategies are pro-
posed, and how do they align with specific fraud vectors?
We find a clear mismatch between where fraud occurs and
where defenses are applied within papers that explicitly dis-
cuss fraud-related mechanisms. Many serious threats begin
during recruitment, but most defenses are applied later, dur-

ing survey completion or data cleaning. Across domains,
researchers rely heavily on a small set of response-level
checks, such as attention or timing measures, and apply
them to different types of threats without tailoring defenses
to specific risk models. We also find that platform-level
controls are important but often under-specified, making it
difficult to assess what risks are handled by platforms and
what risks remain with researchers.

¢ RQ3: How are fraud mitigation practices reported, and
what are their implications for interpretability and re-
producibility?
We find that mitigation decisions are often under-
documented. Papers frequently describe detection methods
but do not report decision thresholds, exclusion rates, or
how filtering affected the final dataset. This makes it dif-
ficult to evaluate the impact of mitigation strategies or to
reproduce results.

Accordingly, this SoK makes three primary contributions.
First, we consolidate and clarify how survey fraud is defined
in literature that explicitly engages with survey-fraud-related
mechanisms. Second, we systematize detection and mitiga-
tion strategies proposed or evaluated in this literature by map-
ping them to specific fraud vectors and stages of the survey
lifecycle, highlighting recurring mismatches between threats
and defenses. Third, we analyze reporting and artifact prac-
tices for these fraud-related mechanisms and derive concrete
guidance for researchers, reviewers, and platform designers.

By reframing survey fraud as a socio-technical security
problem rather than a narrow data-quality concern, this work
provides a foundation for more robust, transparent, and sus-
tainable online research infrastructure in the presence of in-
creasingly adversarial participation.

2 Background and Motivation

Online surveys and crowd-sourced data collection serve as
core measurement infrastructures across psychology, public
health, social science, and usable security. These methods
are widely used because they enable rapid recruitment, broad
geographic reach, and access to populations that are otherwise
difficult or costly to study [9,96]. As a result, the validity of
many empirical claims increasingly depends on the integrity
of data collected through online survey platforms.

From Careless Responding to Adversarial Participation.
A large body of previous work proposes techniques such as
attention checks, instructional manipulation checks, response-
time thresholds, and pattern-based indicators to identify disen-
gaged participants [1, 83, 86]. These approaches assume that
problematic responses arise from fatigue, misunderstanding,
or low motivation, and that such noise can be filtered after
data collection without fundamentally altering the dataset.
Subsequent research, however, shows that these methods can



generate false positives, disproportionately exclude valid re-
spondents, and inflate effect sizes when applied broadly or
without justification [109, 112, 121]. More importantly, not
all threats to survey integrity can be explained by inattentive-
ness alone. Researchers across domains document deliberate
behaviors such as misrepresenting eligibility criteria, reusing
or reselling recruitment links, operating multiple accounts,
and masking location using VPNs or proxy services [27,65].
These behaviors are often financially motivated and can occur
at scale, introducing systematic bias rather than random error.
Automation further complicates this landscape. Scripted bots
and automated responses have been observed in online sur-
veys [101,111] and, more recently, LLMs enable Al-mediated
participation in which generated responses are fluent, inter-
nally consistent, and adaptive to surveys [66, 123]. Empirical
evidence suggests that such responses can evade common
attention checks and timing-based heuristics, undermining
assumptions that non-human participation is easily detectable
using surface-level indicators.

The Survey Lifecycle as an Attack Surface. Survey fraud
does not occur at a single point in time but unfolds across
the survey lifecycle. Researchers commonly distinguish be-
tween threats that arise during recruitment (e.g., eligibility
misrepresentation, multi-accounting), during survey comple-
tion (e.g., inattentive or automated responding), and after data
collection (e.g., contamination discovered during cleaning or
analysis) [42,44,48]. Correspondingly, defenses are deployed
at different stages, including recruitment screeners, in-survey
checks, and post-hoc filtering [30, 79, 84]. Understanding
when fraud occurs is critical because defenses applied late in
the lifecycle often cannot fully correct upstream manipulation,
particularly when eligibility or identity checks have already
been bypassed [47,68]. Also, different research communi-
ties use inconsistent definitions of “fraud,” often grouping
inattentive responding, intentional deception, and automated
participation under a single label [65, 114]. Detection and
mitigation strategies are also frequently proposed in isola-
tion [46,111]. A security-oriented perspective helps clarify
these issues by treating survey fraud as a socio-technical phe-
nomenon shaped by platform design, incentive structures, and
defensive choices, rather than as individual misconduct alone.
From this view, labels such as “careless,” “fraudulent,” or
“bot-generated” responses reflect methodological decisions
and embedded assumptions. This perspective motivates the
need for a unified, threat-aware systematization of survey
fraud, which we develop in the remainder of this paper.

3 Methodology

This section describes how we constructed and analyzed a
cross-disciplinary corpus of publications on survey fraud.

Definition of Fraud. For this SoK, we define survey fraud
as intentional deception in online survey participation. This
includes cases where individuals knowingly provide false
information, attempt to bypass study requirements, or use
automated tools to generate responses. Examples include eli-
gibility faking, identity or location spoofing, multi-accounting,
coordinated participation, scripted bots, and Al-generated re-
sponses. We do not treat unintentional low-effort responding
as fraud. While careless or inattentive responses can reduce
data quality, we focus specifically on behaviors that involve
deliberate misrepresentation or attempts to exploit study pro-
cedures, often for financial or other incentives. This definition
guided both our search strategy and our exclusion criteria.

3.1 Building the Corpus

To construct a scoped corpus of literature on online survey
fraud, we followed the PRISMA 2020 protocol [87]. Corpus
construction proceeded in three stages: (1) Identification, (2)
Screening, and (3) Inclusion. This process was designed to
capture work across disciplines that explicitly engages with
fraudulent or adversarial participation in online surveys. Fig-
ure | provides an overview of this process.
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Figure 1: PRISMA flow diagram of the systematic review

Identification. We conducted an initial search across two
complementary databases: Google Scholar and DBLP. Google
Scholar was selected for its broad coverage across disciplines,
while DBLP ensured coverage of peer-reviewed publications
in computer science. With this approach, we identified papers
from diverse areas, including health, psychology, political sci-
ence, economics, education, and research methods, as well as
subdomains of computer science (human-computer interac-
tion, security, and software engineering).

We refined the search terms iteratively through pilot queries
and reference validation, checking whether queries returned
highly cited papers on survey fraud and adjusted the terms
to improve recall across disciplines. Through this process,



we also included discipline-specific terms that frequently co-
occur with discussions of fraudulent or adversarial participa-
tion (as defined in Definition of Fraud), including: “dupli-
cate,” “bot,” “Al-mediated,” and “crowdwork.” While “crowd-
work” is not itself a fraud term, it is commonly used in studies
examining fraudulent participation on crowdsourcing plat-
forms (e.g., MTurk, Prolific), where eligibility misrepresen-
tation, multi-accounting, and automated responses are often
discussed without explicitly using the term “fraud.” Our final
Boolean query' was included in the search protocol.

The initial database search yielded 107 unique publications.
To broaden coverage, we conducted backward and forward
snowballing on all 107 papers identified through the initial
database search. For each paper, we manually examined its ref-
erence list (backward snowballing) and used Google Scholar’s
“cited by” feature to identify subsequent publications that cited
it (forward snowballing). This process identified an additional
166 candidate publications. These papers were then subjected
to the screening and filtering criteria described below. In total,
this strategy identified 273 unique papers for screening.

Filtering. Filtering proceeded in two phases aligned with
the research questions introduced in Section 1.

During the filtering phase, we retained papers published
between 2010 and 2025 to capture contemporary reports of on-
line survey fraud while reflecting the growth of online recruit-
ment platforms and, more recently, the widespread adoption
of large language models (LLMs). Additionally, we retained
papers that satisfied at least one of the following criteria:

1. Conceptualization of Fraud: The paper provides an
explicit or implicit definition of survey fraud, fraudulent
participation, or adversarial behavior in online surveys.

2. Detection or Mitigation: The paper evaluates or pro-
poses techniques used to detect or mitigate fraudulent
participation at any stage of the survey lifecycle.

3. Guidance or Implications: The paper offers method-
ological guidance, design recommendations, or reflec-
tions on the implications of survey fraud for research
practice, platforms, or policy.

Following the filtering, we excluded 74 from the original
273 papers because they were out of scope, see Figure 1.

Exclusion Criteria for Careless Responses. Careless Re-
sponses (CR) can be considered a form of fraud, and the
term may be used by researchers interchangeably with sur-
vey fraud. However, in this paper, we aimed to differentiate
studies that conceptualize CR as a data quality issue from
work that frames CR as a fraudulent behavior that requires

I(“online survey”) AND (“survey fraud” OR “fraudulent
responses” OR “fraudulent participants” OR “fake
participants” OR “duplicate responses” OR “bot responses”
OR “AI mediated responses” OR “crowdwork responses” OR
“scam responses”)

strategic mitigation to be deterred (see detailed definition of
survey fraud and careless responses in section 4.1). We re-
tained careless-responding papers when they were linked to
adversarial, deceptive, automated, or financially motivated
participation, because these papers help explain how the lit-
erature blurs the boundary between data quality problems
and fraud. Following that criterion, we excluded papers that
focus exclusively on inattentive, careless, or low-effort re-
sponding without engaging with adversarial or automated
behavior (n=64).

Inclusion. Of the 273 papers included in the abstract screen-
ing phase, we excluded studies considered out of scope
(n=74), those that primarily framed careless responding as a
data quality issue (n=64), and papers for which the full text
was unavailable (n=11). The final corpus comprised 124 pa-
pers that explicitly engage with survey fraud or fraud-related
mechanisms across multiple research domains.

3.2 Analyzing the Papers in the Corpus

We conducted an iterative qualitative analysis to develop and
refine a structured codebook. Three coders read the papers
in full, with coders taking analytic notes on definitions, as-
sumptions, and methodological choices. They refined codes
through regular discussion meetings to resolve differences.
To assess the consistency of our screening and coding pro-
cess, we measured inter-rater reliability (IRR) using Cohen’s
k [21]. Three researchers independently coded an initial set of
10 papers resulting in a k score of 0.38, indicating fair agree-
ment and highlighting ambiguities in code definitions. We
then refined code definitions and inclusion criteria through
discussion and clarification. Applying the revised codebook
to a new set of 10 papers increased IRR to 0.63, reflecting
a substantial improvement in shared interpretation. After a
further round of refinement, we coded an additional 10 pa-
pers and achieved a x score of 0.72, indicating substantial
agreement. This iterative process demonstrates how the code-
book stabilized over time and supports the reliability of the
coding used in our analysis. Table | reports the final IRR val-
ues by coding category. After reaching this threshold, coders
independently coded the remaining papers in the corpus.

The final codebook (see Appendix A) reflects dimensions
that recur across disciplines and that are relevant to under-
standing survey fraud as a socio-technical security problem.
The codes support both quantitative and qualitative synthe-
sis of how different fields explicitly conceptualize fraudulent
participation and propose, evaluate, or report fraud-related
mechanisms.

3.3 Positionality

Our research team works at the intersection of usable secu-
rity, trustworthy Al, and human-computer interaction, and



Table 1: Inter-rater reliability (Cohen’s x) by code category
across three iterative coding rounds.

Code Category Round1 Round2 Round3
(n=10) (n=10) (n=10)
Fraud Definition 0.32 0.58 0.66
Fraud Vector (Behavior) 0.41 0.66 0.75
Detection Stage (Lifecycle) 0.45 0.69 0.78
Detection Technique 0.36 0.62 0.71
Reporting / Outputs 0.34 0.61 0.70
Overall 0.38 0.63 0.72

this interdisciplinary perspective shapes how we study online
survey fraud. Collectively, we have experience conducting
large-scale quantitative and qualitative studies with crowd-
workers on platforms such as Amazon Mechanical Turk and
Prolific, as well as running controlled laboratory experiments
and participatory design studies on sensitive topics in online
safety, usable security, privacy, and human—AlI interaction.
Since 2019, our team has regularly encountered and managed
fraudulent participation in our own online studies. We have
developed and refined fraud checks over time in response to
recurring issues such as eligibility misrepresentation, dupli-
cate participation, and more recently, Al-generated responses.
This direct experience shapes how we frame survey fraud as
an evolving adversarial problem and informs our emphasis
on stronger recruitment-stage and lifecycle-aware defenses.

3.4 Limitations

Our systematization is shaped by the availability of peer-
reviewed literature and by the terminology adopted across
different research communities. Although our search strategy
was designed to capture cross-disciplinary work that explic-
itly engages with survey fraud or fraud-related mechanisms,
it likely underrepresents informal practitioner knowledge, un-
published platform reports, and emerging fraud behaviors
that have not yet appeared in academic venues. In addition,
because reporting practices vary substantially across fields,
some mitigation techniques, design assumptions, or evalua-
tion details may be under-documented or inconsistently de-
scribed in the literature. Nonetheless, we believe our analysis
encompasses a large body of papers spanning a significant
period and multiple domains. This allows us to systematize
how survey fraud is explicitly conceptualized in the literature,
what fraud vectors and mitigation strategies are proposed
or evaluated, and what recommendations are offered across
domains.

3.5 Ethics Statement

While this SoK synthesizes findings from studies involving
human subjects, we do not directly conduct human-subjects

research and therefore believe no additional ethical constraints
exist. Nonetheless, we discuss specific ethical considerations
related to the survey fraud scenario in the Discussion and
Conclusion section.

4 Results

In this section, we examine how prior work in our corpus
defines and conceptualizes survey fraud, and show that in-
consistent and often implicit threat models obscure important
distinctions between inattentive responding, intentional hu-
man deception, and automated participation (RQ1). Second,
we analyze how fraud vectors are mapped to detection and
mitigation strategies across the survey lifecycle in the papers
we reviewed, revealing a systematic misalignment between
where fraud occurs and where defenses are deployed (RQ2).
Third, we study reporting and artifact practices, and find that
incomplete documentation of mitigation decisions and out-
comes limits interpretability, reproducibility, and comparative
evaluation (RQ3).

Study Design Characteristics: Table A4 (Supplementary
Material, see Appendix A) summarizes the composition of
the corpus and the study characteristics we coded. Health
sciences (n=40) and psychology (n=28) make up the largest
portions of the corpus, followed by social sciences (n=19)
and computer science (n=19). Within computer science, most
papers appear in HCI venues (n=14), while security-focused
venues account for only a small fraction (n=4), despite the ad-
versarial and infrastructure-level nature of many documented
threats. In terms of contribution type (Table A2), most papers
are empirical user studies. Fewer papers are literature reviews
(n=9), scoping reviews (n=4), or qualitative studies (n=S8).
This pattern suggests that prior work in the corpus primarily
documents and evaluates fraud in specific applied settings,
rather than synthesizing findings across domains. Regarding
study motivation (Table A2), the most common goal is to
improve survey data quality. Other motivations include exam-
ining how fraud affects data quality, responding to high levels
of fraud in a specific study, characterizing fraudulent behavior,
proposing new detection or mitigation strategies, and, more
recently, studying Al-mediated or automated fraud. Taken
together, these patterns show that survey fraud is often framed
in the corpus as a data integrity problem across the fields
represented in our review. However, it is less often framed
explicitly as a security or adversarial systems challenge. This
gap motivates our cross-disciplinary synthesis.

Threat Model. Our synthesis separates actor classes from
the capabilities they may exercise. Table 2 maps actor classes
to recurring capabilities, while Table 3 maps those capabilities
to intervention stages, defenses, and residual risks. This struc-
ture reflects that multiple actor classes can share the same



capability, and that platforms function both as recruitment
infrastructure and as a partial layer of defense.

4.1 RQI1: Conceptualization of Fraud

We begin by describing how fraud is defined across the lit-
erature. We then step back and identify patterns that emerge
across disciplines.

Intentional Data Fabrication and Deception. Several pa-
pers define fraud as deliberate falsification of data. These
definitions focus on intentional acts of deception that directly
compromise data integrity [10, 36, 72]. For example, Birn-
baum et al. [10] use the terms “interviewer data fabrication”
and “curbstoning” to describe cases where interviewers fabri-
cate responses, often because they cannot reach households or
are incentivized to complete surveys quickly. In this framing,
fraud is tied to intentional misrepresentation motivated by con-
venience or compensation. Similarly, work on mischievous
responding defines fraud as deliberately providing false or ex-
aggerated answers that distort results [20]. Cimpian et al. [20]
describe participants who intentionally report implausible be-
haviors or identities in ways that create spurious statistical
relationships. In their definition, mischievous responders:

... might find it funny to report that he eats carrots, fruit, pota-
toes, and salads each “four or more times a day”; is extremely
tall; is unsure whether he has asthma; has never been to the
dentist; and that he identifies as “gay,” even if none of these
is true for this individual in reality. Thus, the presence of
mischievous responders creates spurious relationships |[...]

In these definitions, fraud is understood as purposeful de-
ception rather than accidental error.

Careless and Insufficient-Effort Responding. A second
set of definitions focuses on careless or low-effort respond-
ing [37, 39, 52]. Goldammer et al. [39] define careless re-
sponding as patterns in which participants do not attend to
survey instructions or item content. These definitions empha-
size low motivation, misunderstanding, or inattentiveness. For
example, Godinho et al. [37] frames careless responding as
being:

...characterized by participants’ effortless or inattentive re-
sponse behavior. Originally coined random responding, it is
the tendency to respond to items without attention to con-
tent. It is generally assumed that such responses are truly
random (i.e., equally likely to be chosen) and can be treated
empirically as such; [...] Careless responding has also been
conceptualized as a subset of a much larger concept known
as invalid responding.

Importantly, this category does not always imply mali-
cious intent. Some authors treat insufficient effort as unin-
tentional, while others acknowledge that low-effort responses

may be deliberate, particularly in compensated online environ-
ments [33,72]. This ambiguity blurs the boundary between
accidental data quality issues and intentional strategic behav-
ior. Along similar lines, Huang et al. [52] propose the “insuf-
ficient effort responding (IER)” label, framing this behavior
as a cause rather than a simple response pattern:

...we propose the label of insufficient effort responding (IER),
defined as a response set in which the respondent answers a
survey measure with low or little motivation to comply with
survey instructions, correctly interpret item content, and pro-
vide accurate responses. Insufficient effort responding under-
scores the cause of the response behavior without presuppos-
ing specific patterns or outcomes.

Automated and AI-Mediated Participation. More recent
work introduces new terms to describe automated or Al-
generated responses [29, 33, 66, 99]. For example, Rilla et
al. [99] use the term “LLM pollution” to refer to cases
where large language models are used to complete tasks in-
tended to measure human responses. Other studies document
scripted bots or coordinated automation on crowdsourcing
platforms [29,33]. In these definitions, fraud is framed as non-
human or technology-mediated participation that bypasses
assumptions about authenticity and identity.

Fraud in Online Qualitative Studies. Although most of
the fraudulent activity documented in the literature focuses
on online surveys, our findings suggest that this issue also
extends to online qualitative research methods, such as inter-
views, focus groups, and panels [31,59,78,85,91,98,100,105].
This is particularly notable among health science and psy-
chology researchers who, during the COVID-19 pandemic,
accelerated the adoption of online methodologies to bypass
in-person meeting restrictions. Schneider et al. [105] present
the following definition:

“Fake participants” or “fraudulent respondents” refer to in-
dividuals who participate in online research studies without
a genuine interest in contributing to the research process.
Instead, they may sign up solely to receive incentives, compen-
sation, or rewards offered to research participants; for their
own personal agenda; or to disrupt the research process.

Common fraudulent behaviors include participants misrep-
resenting their demographics, location, and making false
claims to meet eligibility requirements. Specifically, some
researchers have reported that as much as 80% of participants
in online focus groups were ineligible [85]. Other incidents
include participants simulating medical conditions to qualify
for the study [91], misrepresenting professional credentials,
or attempting to participate multiple times [98]. Due to the
smaller sample of studies on interview fraud compared to
survey fraud, unless otherwise noted, we primarily report on



Table 2: Actor-capability model for online survey fraud synthesized from the corpus. Symbols summarize recurring associations
in the corpus and should not be interpreted as prevalence estimates.

Actor class Motivation

Low effort Eligibility Location Repeat Sharing Automation Al assist

Inattentive participant
Financially motivated individual

Complete the study with minimal effort

plete studies faster
Coordinated group

links
Automated system
LLM-assisted actor

sistance

Platform-recruitment infrastructure ~ Mediate study access, enforce platform rules, and pro-

vide requester-facing controls

Obtain compensation, qualify for more studies, or com-
Scale participation, share access, or exploit recruitment

Complete surveys at scale with little or no human effort
Generate fluent responses, reduce effort, or conceal as-

L] L] L] L] o o o
o o o . ° o o
L] o o L] o L] o
o o — — - o L]
- o ° ° ° o o

Legend: e commonly associated capability; o possible or indirect capability; — not typically associated. Capabilities: Low effort = satisficing, skipped
instructions, straightlining, or random responding; Eligibility = false demographic, health, professional, or experiential claims; Location = location spoofing,
VPN/proxy use, or inconsistent geolocation; Repeat = duplicate submissions, repeated participation, or multiple accounts; Sharing = shared links, account reuse,
or coordinated access; Automation = scripted or bot-based survey completion; Al assist = LLM- or generative-Al-assisted responses.

the latter throughout the study to provide a more systematic
examination of the survey fraud scenario.

Fraud Vector Definitions. We define fraud vectors broadly
as the methods a fraudulent participant may employ to de-
ceive a study, either by misrepresenting their demographics
or identity to bypass eligibility criteria, or by providing inat-
tentive, false, or automated responses to a survey they may
or may not be eligible for. We use the fraud-vector cate-
gories summarized in the codebook (Table A3) to distinguish
eligibility-related threats, such as location spoofing, identity
deception, and duplicate submissions, from response-integrity
threats, such as careless responding, mischievous responding,
and bot- or Al-generated responses.

Patterns Across Definitions. When we zoom out, two pat-
terns become clear. First, many papers use the term “fraud” to
describe behaviors that differ substantially in intent, scale,
and motivation [2, 47, 84]. Intentional deception, inatten-
tive responding, coordinated participation, and Al-mediated
responses are often grouped together under a single label.
Few studies clearly specify which type of adversary they
assume. Second, economic incentives are inconsistently ac-
knowledged. Some definitions explicitly reference compensa-
tion structures or productivity pressures [10,72], while others
frame fraud primarily as a data quality issue without dis-
cussing motivation. As a result, the literature lacks a shared
taxonomy that distinguishes accidental low effort from inten-
tional or strategically motivated manipulation. This variation
in definitions has direct implications for threat modeling and
mitigation design, which we examine in RQ2.

4.2 RQ2: Mitigation Strategies Are Systemati-
cally Misaligned with Fraud Vectors

RQ?2 examines the detection and mitigation strategies explic-
itly discussed across the literature and how they relate to

different fraud vectors. We first describe the primary cate-
gories of mitigation strategies identified in our coding. We
then analyze where these strategies are placed across the sur-
vey lifecycle. Finally, we examine whether and how these
defenses align with the types of fraud they are intended to
address. Across the corpus, mitigation strategies cluster into
four primary categories: (1) Meta-data based methods (IP ad-
dress, VPN/proxy detection, browser fingerprinting, time and
server side logs), (2) response-level heuristics (e.g., attention
checks, error counts, randomness filtering, consistency checks
etc.), (3) platform level mechanisms and (4) manual review
and post-hoc auditing. Table A5 (Supplementary Material)
reports papers in each category.

Lifecycle Asymmetry in Defense Placement. We find that
high-impact fraud vectors, such as misreported demograph-
ics and false eligibility claims [36,72], location spoofing via
VPNs or proxies [2, 3], and multi-accounting or duplicate
submissions [42,47, 84], typically originate during recruit-
ment. These behaviors occur before participants meaningfully
engage with survey content and can enable repeated, coordi-
nated, or deceptive participation. At the same time, defenses
are unevenly distributed across the survey lifecycle within
the papers in our corpus that explicitly discuss these fraud
vectors or defenses. Table 4 reports the number of papers
that explicitly discuss each fraud vector and the lifecycle
stage at which it is addressed. These counts should not be
interpreted as the prevalence of mitigation practice across
survey-based research as a whole. Response-integrity threats
are overwhelmingly handled after entry in this corpus: 37 of
41 careless responding papers deploy in-survey checks, and
all 32 bot-related papers apply in-survey detection. Only 7 of
41 careless responding papers and 15 of 32 bot-related papers
report recruitment-stage controls. We describe the specific
in-survey and post-hoc methods used for response-integrity
threats in the next subsection. While it can be reasonable to
detect inattentive or automated responding during or after sur-



Table 3: Mapping from fraud capabilities to defenses and residual risks using papers from our corpus.

Capability Stage Fraud vector examples Defenses to address it Residual risks
Low-effort . i . i i
.careless. responding atten.tlon checks May reflect accessibil-
response * insufficient effort * consistency checks . .
. . . : ity needs, or atypical but
* skipped instructions * response-time thresholds . .
SO valid behavior
* straightlining  randomness filters
Eligibilit . i i . i i
gibility false demogr.aphlc clglms platform qgahﬁcahons Stronger checks burden
deception * false professional claims  * study-specific screeners leiti
. egitimate users
e fabricated screener an- ¢ knowledge checks
swers * consistency checks
Location . i .
: eeo YPN Or proxy use ' IP/geolocation chejcks VPN tools are imperfect:
masking * inconsistent location sig- ¢ VPN/proxy detection shared networks, or pri-
nals * timezone or locale checks ’
vacy tools
Repeated i issi . L
p ¢ duplicate sub.m.lss1f)ns . platfprm account controls Shared  devices, insti-
access * repeated participation * duplicate-account checks .
. . o tutional networks, and
» multiple accounts * device/browser fingerprinting
. . . rented accounts hard to
* device or account reuse * [P/device/log review distinguish
Link/account * shared recruitment links * platform-mediated recruitment Leaked links and account
sharing » coordinated use of eligi- < account-level enforcement sharing may remain invis-
ble accounts * referral/source tracking . :
. ible without platform co-
* account reuse * server-side logs .
. operation
* reporting to platforms
Automated i i
' e scripted form completion ~ * CAPTCHA/reCAPTCHA Bots can adapt; fast or
completion * bot-generated responses * bot-detection tools atypical humans may be
* repeated submissions * response-pattern analysis falsely flagged
* CAPTCHA evasion * metadata checks
* server-side logs
Al-assisted . - - e di i . .
LLM-generated open-text disclosure questions Short, edited, or mixed-

response responses .

semantic mimicry .

task-specific prompts
stylometry

authorship responses re-
main difficult to classify

Legend: @-O-O Recruitment

vey completion, this distribution contrasts with recruitment-
stage threats that shape who enters the dataset in the first
place. Eligibility-related threats show a different pattern. All
17 multi-accounting papers and all 7 location-spoofing papers
deploy recruitment-stage defenses, yet many of these stud-
ies also rely on downstream filtering (11/17 and 12/17 for
multi-accounting; 4/7 for location spoofing). Identity spoofing
and false claims are more diffusely addressed across stages
(23/47 recruitment, 28/47 in-survey, 31/47 post-hoc), indicat-
ing no consistent alignment between threat origin and inter-
vention point among papers that explicitly discuss this vector.
Taken together, these counts indicate a structural asymmetry
in the explicit fraud-focused literature we reviewed: while
recruitment-stage attacks determine who enters the dataset, a

O-@-0O In-survey O-O-@ Post-hoc

substantial portion of the literature relies on in-survey screen-
ing and post-hoc exclusion to manage contamination. Such
downstream controls may remove problematic data from fi-
nal analyses, but they do not prevent ineligible participants
from accessing surveys, consuming incentives, or adapting to
visible detection mechanisms.

Defensive Convergence on Response-Level Heuristics.
Across disciplines, researchers rely heavily on a small
set of response-level heuristics, including attention checks,
response-time thresholds, randomness filtering, and stylomet-
ric or semantic analysis. As shown in Table 5, these techniques
are applied across nearly all fraud vectors reported in the cor-
pus, even those that begin during recruitment. This pattern



Table 4: Lifecycle stage at which fraud vectors are addressed
in papers from our corpus.

Fraud vector

Recruitment In-survey Post-hoc

Misreported demographics 1 1 2

(n=2)

Age misrepresentation (n=1) 0 0 1

Location spoofing (n=7) 7 4 1

Identity spoofing / false 23 28 31
claims (n=47)

Multi-accounting / duplicate 17 11 12
submissions (n=17)

Careless responding (n=41) 7 37 24
Mischievous  responders 1 3 4
(n=5)

Bot-generated (n=32) 15 32 23

Table 5: Alignment between reported fraud vectors and detec-
tion or mitigation methods.

Fraud vector Metadata ‘ Response
)
£ .2 ]
. 8., 585,85+
Jzs2%88BES2 2 8

[ El = =
2S8E52ad3382 32
Misreported demographics / age O00CO|OO0O0O0OO0O OO
Location spoofing (VPN / proxy) 0 0CO0OOOOOOLOOO
Identity spoofing / false claims 0O CO0OOOOLOCOOEe
Multi-accounting / duplicate submis- ® © © ® ©{© O © © O © O O O

sions

Careless responding O0OOCe0Ole0eO0OO0OC©C ©OO
Mischievous responding O00€C OO0 OO @ © OO
Bot-generated / Al-mediated 0000000 ® OO0

Legend: @ frequently reported; © occasionally reported or supplementary;
O rarely reported.

persists in studies that explicitly examine adversarial or auto-
mated fraud. For example, work documenting bot or scripted
participation [29,33] and Al-mediated responses [66,99] of-
ten rely on attention checks or timing-based filters as primary
safeguards. These methods were originally designed to detect
inattentive or low-effort responding, not adaptive or finan-
cially motivated adversaries. As a result, the same defensive
toolkit is applied across different threat types. Rather than
tailoring defenses to specific fraud vectors, many studies use
similar response-level signals regardless of whether the threat
involves careless responding, identity deception, coordinated
human fraud, or automation.

Recruitment Controls as Supplementary Infrastructure.
In contrast, metadata-based and platform-level defenses are
structurally positioned at the point where recruitment-stage
fraud occurs. Recruitment platforms are therefore impor-
tant security intermediaries in online survey pipelines. They

can provide participant pools, qualification filters, approval
or reputation signals, duplicate-account controls, and other
platform-specific checks that researchers may rely on when
screening participants. Yet Table 5 shows that these controls
are used less consistently and are often described as supple-
mentary safeguards rather than primary protections. However,
the corpus rarely reports what these platforms specifically
verify, what guarantees they provide, or where their protec-
tions break down. Although recruitment-stage controls ap-
pear in the literature, they are often reported briefly as part
of the study setup rather than analyzed as primary security
mechanisms. In many cases, these controls are combined with
downstream filtering strategies, suggesting that response-level
checks remain the dominant line of defense. This reporting
pattern indicates that recruitment controls are rarely evalu-
ated independently for their preventive impact. Even when
implemented, they are usually combined with downstream
filtering instead of serving as front-line defenses. This sug-
gests that infrastructure-level protections are often treated as
optional layers rather than integrated components of survey
design. Thus, our finding is not that platforms are irrelevant
or ineffective, but that their role is often under-specified in the
literature. This makes it difficult to distinguish risks mitigated
by platform infrastructure from residual risks that researchers
must address through study-specific defenses.

Reactive and Non-Scalable Manual Mitigation. Manual
review practices further illustrate the reactive nature of current
mitigation strategies. As summarized in Table AS (Supple-
mentary Material), manual inspection of open-text responses,
IP logs, or response patterns is common, particularly in health
and social science studies [44, 47, 84]. These reviews are
typically triggered after researchers observe unexpected re-
sponse distributions, suspicious patterns, or evidence of large-
scale contamination. While manual review can be effective in
identifying anomalous or deceptive responses, it is inherently
labor-intensive and difficult to scale. More importantly, it is
applied after fraudulent participation has already occurred.
Recruitment-stage attacks such as eligibility faking or multi-
accounting are often discovered only retrospectively, requir-
ing post-hoc exclusion decisions that may alter sample com-
position. This pattern suggests that many mitigation strategies
are implemented in response to observed anomalies rather
than through explicit pre-study threat modeling. Instead of
preventive, lifecycle-aware controls, many studies rely on
retrospective auditing and manual filtering once contamina-
tion becomes visible. Manual mitigation typically involves
inspecting open-text responses for similarity or nonsensical
content, reviewing IP logs for repeated submissions, exam-
ining response time distributions, or cross-checking demo-
graphic inconsistencies [29,44,45,47,50,68,77,98].

Taken together, these results show that mitigation strategies
are often selected based on availability and ease of deploy-
ment rather than on a principled mapping between fraud vec-



tors and defenses in the fraud-focused literature we reviewed.
As a result, current practices tend to reduce low-effort noise
while leaving structural vulnerabilities, particularly those aris-
ing early in the survey lifecycle, unaddressed.

4.3 RQ3: Reporting Practices Limit Inter-
pretability and Reproducibility

RQ3 examines how fraud detection and mitigation are re-
ported, and how these reporting choices affect interpretability.

Mitigation as an Opaque Intervention Layer. Across do-
mains, mitigation mechanisms are frequently described, but
the operational details of how they are applied remain under-
specified. As summarized in Table A1, some studies clearly
document how suspected fraud is handled, including prevent-
ing survey completion, removing responses, denying com-
pensation, or reporting participants to platforms [29,47,48].
However, many papers describe the use of detection mecha-
nisms such as attention checks, response time thresholds, or
semantic analysis without specifying key parameters, includ-
ing decision thresholds, exclusion criteria, or the proportion
of responses removed [30, 70, 72]. Similarly, work proposing
automated or Al-based detection methods often emphasizes
detection performance while providing limited information
about downstream effects on the final analytic sample [66,99].
As a result, readers can see that filtering occurred, but can-
not fully reconstruct how mitigation decisions reshaped the
dataset. Mitigation itself can introduce bias because aggres-
sive filtering may disproportionately exclude legitimate par-
ticipants, alter demographic composition, or affect measured
effect sizes.

Table A1 further highlights limits to reproducibility. Across
domains, guidelines and best-practice recommendations are
more common than reusable artifacts. Many studies provide
narrative guidance on how to detect or mitigate fraud [29,47,
84], but do not release code or datasets. Even when new detec-
tion methods or algorithms are proposed, artifact availability
is limited to a small number of papers: only n=5 papers re-
leased code and n=7 papers released a dataset (Table Al).
This constrains replication and makes it difficult to compare
the effectiveness, costs, and biases of different mitigation
strategies across contexts. Taken together, these findings show
that current reporting practices limit interpretability and re-
producibility.

5 Guidelines for Usable Security and Privacy
Researchers

Based on the empirical patterns synthesized in Section 4 we
articulate a set of research-grounded guidelines for usable se-
curity and privacy researchers who design, evaluate, or review
online survey studies. Rather than prescribing best practices,

these guidelines reflect systematic gaps observed across the
literature and highlight where security- and HCI-informed
reasoning can improve the robustness, interpretability, and
ethical grounding of survey-based research.

G1. Explicitly specify the threat model underlying fraud
mitigation choices. Our review shows that many studies con-
flate inattentive responding, intentional human deception, and
automated or Al-mediated participation, while applying simi-
lar defensive techniques to all three. Making the assumed ad-
versary explicit, particularly with respect to intent, scale, and
adaptiveness, supports more meaningful evaluation and helps
avoid drawing conclusions from defenses that are mismatched
to the threat being studied. This does not require assuming that
all participants are adversaries. Instead, researchers should
state which forms of problematic participation they are trying
to address, such as careless responding, eligibility deception,
coordinated participation, automation, or Al-assisted response
generation. In practice, this means specifying the expected
actor class, the point of entry in the survey lifecycle, the sig-
nals used to detect the behavior, and the action taken when a
response is flagged.

G2. Align defenses with fraud vectors across the survey
lifecycle. Our analysis reveals a lifecycle asymmetry in which
recruitment-stage fraud vectors are frequently addressed only
through in-survey or post-hoc defenses. Researchers should
reason explicitly about where threats enter the survey pipeline
and assess whether mitigation strategies are preventive or
merely corrective.

G3. Prioritize recruitment-stage security controls for
eligibility and identity verification. Our findings show that
many high-impact fraud vectors originate during recruitment,
including eligibility misrepresentation, location spoofing, and
multi-accounting. Researchers should treat recruitment as a
security boundary rather than a neutral intake stage. Strength-
ening entry controls—such as eligibility verification, plat-
form qualification mechanisms, and identity checks—can re-
duce downstream contamination more effectively than relying
solely on in-survey filtering. For studies using recruitment
platforms such as Prolific or MTurk, this means documenting
which platform controls were used, what participant metadata
or qualifications were relied on, and what independent checks
the researchers added to address residual risks. Researchers
should verify study-critical eligibility criteria independently
when platform fields are insufficient, record whether loca-
tion, approval history, account uniqueness, or demographic
qualifications came from the platform or from the study instru-
ment, and assume residual exposure to rented accounts, VPNs,
shared devices, coordinated participation, and Al-assisted re-
sponses.

G4. Treat inattentiveness checks as limited signals
rather than general-purpose defenses. Across domains,
we observe defensive convergence around a narrow set of
response-level heuristics, including attention checks and tim-
ing thresholds, applied across heterogeneous threat models.



These signals are primarily suited to detecting low-effort re-
sponding and should not be treated as general-purpose safe-
guards against adaptive or economically motivated adver-
saries. Researchers should deploy them as one signal among
many rather than as primary controls.

GS. Evaluate Al-based detection as a high-impact inter-
vention. While recent work increasingly proposes Al-driven
or semantic detection methods, reporting on their error modes
and downstream effects remains limited. From a usable secu-
rity perspective, these systems should be evaluated not only
for detection performance, but also for transparency, auditabil-
ity, and their potential to exclude legitimate participants or
introduce systematic bias. Researchers should avoid using
Al-based detectors as sole decision-makers for exclusion or
compensation decisions. When such systems are used, they
should be treated as screening signals, validated against hu-
man review or other evidence, and reported with their thresh-
olds, error modes, and downstream effects. Evaluation should
report false positives, false negatives, threshold sensitivity,
disagreement with human review, effects on exclusion and
compensation decisions, and subgroup effects when sample
size permits. When feasible, authors should release prompts,
model/version information, decision thresholds, annotation
procedures, and code or synthetic examples that allow oth-
ers to reproduce the detector evaluation without exposing
participant data.

G6. Report mitigation decisions and their downstream
effects on data. Our review finds that many studies describe
detection mechanisms without documenting decision thresh-
olds, exclusion rates, or how flagged responses were handled.
Explicit reporting of mitigation choices and their effects on
sample composition is necessary for reproducibility and for
assessing trade-offs between fraud reduction and bias intro-
duction.

G7. Incorporate participant privacy into defense de-
sign. Metadata-based and behavioral detection techniques
often rely on sensitive signals, yet privacy implications are
rarely discussed in detail. Usable security research empha-
sizes proportionality and data minimization; applying these
principles to fraud mitigation helps ensure that defenses do
not impose unnecessary harm on legitimate participants.

G8. Make platform and infrastructure dependencies vis-
ible. Many mitigation strategies depend on platform-specific
affordances, opaque scoring systems, or proprietary controls.
Making these dependencies explicit clarifies what aspects
of a defense are generalizable and where responsibility lies
between researchers and platforms. Researchers should also
report where platform guarantees may break down, such as
when participants use shared devices, VPN, rented accounts,
Al assistance, or coordinated strategies that platform-level
filters may not detect.

G9. Treat online surveys as security-critical research in-
frastructure. Our findings indicate that applying established
security and usability principles, such as explicit threat mod-

eling, defense-in-depth, and usability evaluation to survey
research, is necessary to support trustworthy and sustainable
empirical work.

G10. Consider the ethical concerns of fraud mitigation
strategies. Researchers should engage in meaningful ethical
discussions with their peers and Institutional Review Boards
(IRBs) about these strategies, particularly when working with
underrepresented or hard-to-reach populations, or in any situa-
tion where they believe such strategies could harm legitimate
participants. These discussions should include the privacy
risks of collecting behavioral or metadata signals and the risk
of exposing participant data to external Al systems.

6 Discussion and Conclusion

Survey Fraud as a Cross-Domain Problem (RQ1). Our
review demonstrates that survey fraud is not confined to any
single discipline, but instead affects research in psychology,
health sciences, social science, economics, HCI, and security.
Despite this shared exposure, these communities differ sub-
stantially in how they define, detect, and reason about fraud.
Our findings suggest that survey fraud should be understood
as a shared socio-technical challenge rather than a series of
isolated methodological problems. Addressing it requires co-
ordination across disciplines, platforms, and review cultures,
as well as greater alignment between how threats are con-
ceptualized and how defenses are evaluated. From a usable
security perspective, this highlights the need for frameworks
that support consistent reasoning about adversaries, incentives,
and system boundaries across diverse research settings.

Ad Hoc and Misaligned Defenses (RQ2). Across the litera-
ture, we observe widespread reliance on ad hoc or improvised
mitigation strategies, often adopted in response to immediate
experiences of data contamination rather than derived from
explicit, threat-aware design. Common techniques such as at-
tention checks, response-time thresholds, and simple pattern-
based filters are frequently repurposed to address adversarial
or automated fraud, despite having been developed primarily
to detect inattentive or low-effort responding. The literature
also suggests that fraud vectors are dynamic rather than static.
Earlier work largely focused on careless responding and basic
automation, whereas more recent studies document coordi-
nated human deception and Al-mediated participation that
can scale rapidly and adapt to existing defenses. These newer
threats introduce disproportionate harms, including financial
loss, systematic bias, and the invalidation or cancellation of
entire studies. At the same time, Al is increasingly proposed
as part of the solution through automated detection, semantic
analysis, or LLM-based screening. While such approaches
may improve detection capacity, they also introduce new risks,
including opaque decision-making, false positives, and the
exclusion of legitimate participants. From a usable security



perspective, survey fraud should be treated as an evolving
adversarial problem rather than a static data-quality issue. De-
fenses should be evaluated not only for detection accuracy,
but also for how transparent they are and how they affect
legitimate participants.

Another important factor is economic incentives. Many
online recruitment platforms offer financial compensation
without implementing effective mechanisms for identity ver-
ification. This creates opportunities for individuals or auto-
mated systems to participate deceptively at scale. Platforms
provide partial security such as participant pools, qualifica-
tion filters, reputation signals, and in some cases, location
or identity-related checks. However, their effectiveness de-
pends on what information platforms verify, what signals they
expose to researchers, and how well they detect adaptive be-
haviors such as rented accounts, coordinated participation,
VPN use, or Al-assisted responding. Survey fraud is there-
fore not only careless behavior; it can be a rational response
to the incentives built into research platforms. Addressing it
requires more than filtering suspicious responses.

Implications for Research Infrastructure and Practice
(RQ3). Taken together, our findings suggest that survey
fraud is best understood as a socio-technical security prob-
lem shaped by incentive structures, platform design, and the
distribution of responsibility between researchers and infras-
tructure providers. Many harms arise not from a single point
of failure, but from the interaction between recruitment mech-
anisms, survey instrumentation, and post-hoc data cleaning
practices. When defenses are applied late in the pipeline, re-
searchers are left to manage risks that originate upstream,
often through labor-intensive or opaque filtering decisions.
As mentioned in 4.3, key details about detection thresholds,
exclusion criteria, and downstream effects on sample compo-
sition are frequently omitted or under-specified. This limits
reproducibility, obscures the costs and biases introduced by
mitigation, and makes it difficult for reviewers and readers to
assess the robustness of reported findings. Addressing survey
fraud, therefore, requires not only better detection techniques
but also clearer standards for documentation, stronger inte-
gration of defenses into research infrastructure, and shared
norms that support transparent and accountable research prac-
tice across domains. For platform-mediated studies, this also
means reporting which protections were provided by the plat-
form, which risks remained outside the platform’s control,
and which additional researcher-driven checks were used.

Ethical Considerations of Survey Fraud Mitigation Strate-
gies. Researchers must engage in meaningful ethical dis-
cussions with their peers and Institutional Review Boards
(IRBs) about the measures they will implement to prevent,
detect, and mitigate fraud in their studies. Some fraud detec-
tion or mitigation strategies proposed in the literature may
unintentionally harm genuine participants, particularly those

from underrepresented or hard-to-reach populations. These
strategies can also discourage participation in future studies.
Similarly, the removal of outlier data needs to be approached
with caution, especially when working with underrepresented
populations. Genuine responses could be flagged as fraudu-
lent based on subjective criteria, particularly if participants
from these groups are unfamiliar with research studies. These
participants might be confused by attention checks or reverse-
worded items, and may provide simpler open-text responses.
Discarding such data could inadvertently exclude the very
people for whom the study was designed. Al-based fraud
detection introduces additional ethical risks. If researchers
send participant responses or behavioral traces to external
Al systems, they may expose human-subjects data beyond
the context participants expected or consented to. Opaque Al
outputs can also make it difficult to explain why a participant
was flagged or to assess whether errors disproportionately
affect particular groups.

Furthermore, decisions regarding participant compensa-
tion, such as whether to advertise it with the study, or with-
holding payment due to fraud suspicion, should be clearly
defined, justified in the study protocol, and approved by the
IRB to avoid negative consequences for both participants
and researchers. Researchers should also exercise caution
when requiring participants to confirm their eligibility, such
as by phone, email, or providing documentation (e.g., to verify
medical conditions), to receive compensation after the partici-
pation has already been completed. Legitimate participants
might feel burdened by these additional requirements, forgo-
ing their rightful compensation and being wrongly classified
as fraudulent. This could potentially reduce their willingness
to participate in future studies.

Why This Matters for Usable Security and HCI. Despite
its clear relevance to security and human-centered system
design, survey fraud has received limited sustained attention
from the HCI and security communities. Existing work in
these venues often addresses narrow technical mechanisms
without engaging with the broader socio-technical context
documented in other fields. Our SoK shows that meaningful
progress requires integrating insights from across disciplines
and applying threat modeling, lifecycle thinking, and usabil-
ity considerations to survey research itself. This creates an
opportunity for usable security and privacy researchers to
contribute frameworks, tools, and evaluation practices that
improve both data integrity and participant protections. It also
creates an opportunity to study the systems around survey re-
search, including recruitment platforms, researcher workflows,
IRB expectations, participant communication, and reporting
norms. Taken together, our findings suggest a clearer way to
understand survey fraud.
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A Supplementary Material Availability

We provide the full codebook and additional tables
as supplementary material, including representative
papers on the distribution of prior work on sur-
vey fraud across research domains (Table A4) and
fraud detection and mitigation strategies (Table AS5):
https://anonymous.4open.science/r/SoK-Mapping-T
hreats-to-Defenses-in-Online-Survey-Fraud-E9DO.

Table Al: Output, replicability, and artifact-availability codes
used to evaluate prior work on survey fraud.

Category Code / Subcategory Representative Papers
Tool or software system [46,62,107]
New algorithm or [10,13,23,32,38,53,55,73,79,83,
detection method 93,95,101,114,117,119, 126]
Empirical measurement [1-3,6,7,9,11-13,15-18,24,26-28,
study 31,33,35,36,40-43,45,52,56,57,64—
. 67,69-72,75,76,78,80, 82, 86, 88,90,
Primary 94,96,97,103,104,108,109, 111,112,
Output 116,121,125,127]
Type Guidelines or [1,3,8,9,11,12,14,20,22,24,26,28,
recommendations 29,31,39,41-43,47,48,50,52,63,64,
67,69,71,74,81,82,84,92,94,97,
103-105,108,110,111,114-116,118,
120,121,124,127]
Suggested/examples of [1,14,25,79,86,90]
questions
Artifact Code provided [2,33,45,92,106]
Availability  Dataset provided [2,20,33,45,92,106,115]

Table A2: The contribution and motivation of studies included

in the SoK.
Category Subcategory Representative Papers
User study [1-4,6,7,9-13,16-18,20,23-30,32,33,
35,36,38-50,52,53,55-58,62-77,79-84,
Contribution 86, 88-90,92-97,101-104, 106112, 114~
Type 122,124-127]

Literature review
Scoping review
Qualitative studies

[8,22,34,60,61,63,81,94, 121]
[34,37,51,99]
[31,59,78,85,91,98, 100, 105]

Study
Motivation

Improve survey data
quality

Impacts of fraud on
data quality
Excessive fraud in
user study
Characterize
fraudulent behavior
Propose a detection
or mitigation strategy

Study the impact of
Al-mediated fraud

[1,2,7-9,11,12,18,22-24,26-29,31-35,
37-39,41,43,44,46-48,52,53, 55, 58-60,
63,65-67,69,70,73,75,77,81-83, 86,88,
90,93,94,97,109,112,114,117-119, 121,

125,127]
[3,6,16,20,40,42,45,49,61,74,78,85,
89,91,103,104, 111, 120]

[14,17,49,56,57,62,64,71,76,80,95,98,
100-102, 105,108, 115, 118, 122, 124, 126]
[4,14,15,19,36,48,65,68,69,72, 84,96,
113,120]
[10,13,15,23,25,29,30,34,38,39,42,45,
50,51,55,61,73,79,82,92, 106, 108, 110,
114,117,119]
[17,40,41,43,54,56,57,62,64,71,76,80,
95,99,101, 107,116,123, 126]

Table A3: Fraud conceptualization codes: definitions, automa-
tion level, and types of fraudulent behavior.

Category Code / Subcategory Representative Papers
Definition of Survey Fraud [3,6,8,10-12,18,20,22-31,33,
36,41,45-50,53,56-59,61,63—
66,69,71-73,75,76,78,79, 82,84,
Definition 88,94-96,103,104, 108,114,115,
Availability 117,119]
Definition of Careless [1,7,9,13,15,32,34,35,37-39,
Response 51,52,67,70,74,81,83,86,90,93,
97,106, 108,109,112,121,125]
Traditional Bot [2,3,12,17,29,32,33,40,41,43,
Level of 45,48,49,55-57,59,61,62,64,68,
Automation 71,76,80,95,101,108, 111,115,
125,126]
Al-based Bot [32,55,66,99, 108]
Multiple Submissions [42,44,47,48,50,59,84,115]
Type of Fraud  Inattentive [1,9,30,32,35,38,67,70,81, 83,

86,90,93,97,109,112,121,125]

Fraud Vector:
Eligibility

Misreported demographics

[4,98]

Age misrepresentation
Location spoofing (e.g.,
VPN)

Identity spoofing / false
claims

Multi-accounting /
duplicate submissions

[49]
[2-4,108,110,118,127]

[2,8,11,12,18,22-29,31,36,41,
42,45-48,50,53,56-58,63-65,
68,69,71-73,75-79,82,84,88,
94-96,103,104,114,117,119]

[3,8,42,44,47,48,71,79,84,92,
98,108, 110,118,120, 124, 127]

Fraud Vector:
Response
Integrity

Careless responding

Mischievous responders
Bot-generated

[1-3,7,9,10,13,15,29,30,32,34,
35,37-39,47,52,67,70,74,77,81,
83,86,90,93,97,109,110, 112,
115,118,120, 121, 124, 125]
[3,6,16,20,45]
[2,3,12,14,17,29,32,33,40,41,
43,55-57,62,64,66,71,76,80,92,
95,101,108,110, 111,115,116,
125-127]
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