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ABSTRACT

Security technology often follows a systems design approach that
focuses on components instead of users. As a result, the users’
needs and values are not sufficiently addressed, which has impli-
cations on security usability. In this paper, we report our lessons
learned from applying a user-centered security design process to a
well-understood security usability challenge, namely key authen-
tication in secure instant messaging. Users rarely perform these
key authentication ceremonies, which makes their end-to-end en-
crypted communication vulnerable. Our approach includes collab-
orative design workshops, an expert evaluation, iterative story-
board prototyping, and an online evaluation.

While we could not demonstrate that our design approach re-
sulted in improved usability or user experience, we found that user-
centered prototypes can increase the users’ comprehension of se-
curity implications. Hence, prototypes based on users’ intuitions,
needs, and values are useful starting points for approaching long-
standing security challenges. Applying complementary design ap-
proaches may improve usability and user experience further.
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1 INTRODUCTION

There is a broad consensus that users should not be required to
make complicated security decisions that they cannot make in an
informed way. However, users are still required to proactively per-
form complex security tasks that they hardly understand. An exam-
ple of such a security task is the authentication of keys when using
secure messaging apps. We argue that it is worthwhile to consider
users from the beginning of the design process for these kinds of
security tasks. To foster discourse on design methods in usable se-
curity, we applied user-centered design to a well-understood chal-
lenge in usable security, namely authentication ceremonies to au-
thenticate or verify keys in instant messaging apps and report our
findings and lessons learned in this paper.

In November 2018, the Dutch police decrypted 258,000 messages
sent with the E2EE messenger IronChat [31]. Investigations by a
Dutch news network [19, 36] revealed that police officers most
likely changed all encryption keys, thereby deploying a large-scale
MitM attack against IronChat’s users. Affected users could have de-
tected and mitigated this attack if they had used an authentication
ceremony to authenticate the used encryption keys. However, few
users are aware of these ceremonies [41], and those who are aware
have problems conducting them correctly [22, 37, 44].

Most of these authentication ceremonies are based on much
older methods to securely pair multiple devices owned by the same
user [4, 18, 23, 25]. Following a traditional Systems Design approach,
these methods have been repurposed for public-key authentication
in mobile messaging while overlooking that the two involved de-
vices are owned by different users who are typically not co-located.

Involving multiple people introduces social aspects to the au-
thentication ceremony that were not considered before: e.g., users
may feel a potential discomfort when asking others to authenti-
cate or may be embarrassed not to know how to use security fea-
tures [40]. After discovering that existing ceremonies do not work
well, prior work focused primarily on incremental improvements [43,
46] or proposed to remove users from the loop [29, 42] (which po-
tentially leads to a lack of trust [26, 32]). Most incremental improve-
ments use an Activity-Centered Design approach to remove possi-
ble usability issues, which continues to be important and neces-
sary yet leaves other aspects untouched. Even after all these impor-
tant scientific contributions using different design approaches, au-
thentication ceremonies still struggle with users’ comprehension
of their security benefits, long completion times, and consequently
low adoption rates.

In this paper, we discuss if and how authentication ceremonies
could benefit from an alternative User-Centered Design approach.
Using this approach, we design authentication experiences from
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the ground up, involving prospective users, security experts, and
a UX expert in the design and evaluation procedures. This integra-
tion allows (a) exploring the users’ design space of authentication,
and (b) incorporating security and UX requirements to enhance
user-generated prototypes.

We applied a four-stage User-Centered Design process: (1) five
collaborative design workshops with ten potential users to gather
ideas and drawings that reflect users’ perceptions of authentication
ceremonies and trust establishment, (2) a security evaluation that
narrowed the design space, (3) an iterative storyboard prototyp-
ing approach with 18 participants to improve usability and collect
participants’ preliminary security perceptions, and (4) an online
evaluation of the prototypes on Amazon MTurk with # = 131
participants.

The evaluation indicated that exposure to the combination lock
prototype improved participants’ understanding of the security ben-
efits concerning different types of attackers (compared to Signal’s
current ceremony). This understanding of security benefits likely
affects the frequency with which users will conduct authentication
ceremonies. Our design approach did not seem to improve other
factors, such as usability and user experience. Since these factors
are equally important for building authentication ceremonies that
people will use, we suggest designers apply complementary de-
sign approaches to improve them. We report the methodological
lessons that we learned from exploring user-centered and partic-
ipatory techniques for security design. We are confident that our
exploratory contribution sparks an interdisciplinary discourse on
when and how to consider prospective users throughout the design
process of security technology.

2 RELATED WORK AND BACKGROUND

Designing secure experiences. Dan Saffer [34] divides interaction
design into four approaches: (1) User-Centered Design: designers
translate users’ needs and goals, (2) Activity-Centered Design: de-
signers create tools for specific actions, (3) Systems Design: design-
ers focus on components of a system, and (4) Genius Design: de-
signers’ skill and wisdom used to make a product.

Using this categorization, we classify the creation of the origi-
nal authentication ceremonies as a mixture of systems design and
genius design. The adoption of device pairing mechanisms that
were not intended for this use case corresponds to a systems de-
sign approach, and the lack of considerations for the users’ needs
is common in genius design. The suggestions for improvements
that we presented above [39, 42, 43, 46] mainly employ activity-
centered design. They all closely examine the process of authenti-
cation and try to remove barriers, which is important and effective
work. However, more fundamental questions about users’ needs
and goals can easily be overlooked when continuous improvement
of existing systems is the goal.

Zurko et al. [47] already advocated for user-centered security de-
sign in the 1990s. In 2017, Dodier-Lazaro et al. [14] condemned that
many security “improvements” stem from a paternalistic mindset
that ignores users’ values. Mathiasen et al. [26, 27] proposed an
experience-based design approach to enable secure experiences.
Weber et al. [45] used participatory design to draft SSL warning
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messages. Gorski et al. [20] used a similar approach to create warn-
ing messages for developers that use cryptographic libraries.

History of pairing mechanisms. In the early 2000s, the secure
pairing of devices emerged as a heavily studied research topic [4,
18, 23, 28]. The proposed pairing methods were designed to pair
two or more devices owned by a single user. The comparative us-
ability study by Kobsa et al. [25] showed that in cases where both
devices had screens, a comparison of PINs, sentences, or images
receives the highest usability scores. Starting in 2010 with TextSe-
cure (later renamed to Signal), secure end-to-end-encrypted mes-
saging has become a de facto standard in mobile messaging. Many
of these messengers used the aforementioned device pairing meth-
ods to implement their authentication ceremonies. However, while
device pairing only involves one user, authentication ceremonies
in secure messaging involve two users who are potentially not
even co-located. Pairing methods involving multiple users are also
referred to as social pairing.

In 2011, Uzun et al. [40] criticized that: (1) existing pairing meth-
ods have been devised by security professionals with little regard
for their usability, and (2) that it is not possible to reduce the prob-
lem of social pairing to personal pairing of devices. Social pairing
introduces an additional layer of necessary interaction and adds
social context such as potential embarrassment or discomfort to
the problem. Ignoring those social aspects of security effects may
have severe downsides, as suggested by the increasing body of re-
search about their importance for security adoption. Gaw et al. [17]
found that even employees of a security-concerned activist group
considered the social implications before sending encrypted mails.
Having the recipients invest extra effort to decrypt “unimportant”
mails was considered rude. Das et al. present qualitative [11] and
quantitative [12] evidence that social processes affect the (non-
)adoption of security features. Exposure to many feature-adopting
friends increases the likelihood of adoption and vice versa. Abu-
Salma et al. [1] found that an important factor for the adopting
secure messengers is the friends’ opinion about its security. Ruoti
et al. [32] showed that hiding security mechanisms can decrease
users’ trust in them.

Lack of adoption of currently deployed authentication ceremonies.
Using device pairing methods for messengers’ authentication cere-
monies without further considering their context has proven to be
insufficient. As an increasing amount of research about the failure
rates of these authentication ceremonies demonstrates: Herzberg
et al. [22] studied the usability of WhatsApp, Viber, Telegram, and
Signal. They found that (1) participants were not aware of the need
to authenticate, and (2) 56.5% of the participants failed to authen-
ticate in all messengers after being instructed to do so. Schroder
et al. [37] found that the majority of participating CS students
failed to detect and mitigate MitM attacks using Signal’s authen-
tication ceremony. Vaziripour et al. [44] compared authentication
ceremonies of Viber, WhatsApp, and Facebook Messenger. They
found that only 14% of their study participants successfully verified
the key material without further explanation. When Vaziripour
et al. [41] surveyed Iranian Telegram users, they found that only
29.6% had ever used the authentication ceremony in text conversa-
tions.
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Proposed improvements of authentication ceremonies. Researchers
have tried to improve the authentication situation mostly in two
different aspects: (1) streamlining the users’ authentication activ-
ity, or (2) removing the users from the loop. In the first category,
Tan et al. [39] focused on improving success rates by identifying
a suitable key representation and mode of comparison. Vaziripour
et al. [43] streamlined Signal’s ceremony by providing easy access
and additional guidance. Wu et al. [46] produced new visual in-
dicators, new notification dialogs, and a new simplified notifica-
tion flow. In the second category, Vaziripour et al. [42] partially
removed users from the loop by using Keybase for an authentica-
tion method based on social media. Melara et al. [29] proposed a
key transparency log that would remove users entirely from the
authentication. All these approaches have resulted in valuable im-

provements regarding specific aspects of authentication ceremonies.

Few of these approaches have considered the social aspects of au-
thentication ceremonies or the users’ need for a secure experience.
Hence, they are important first steps towards solving the challenge.
Those aspects need to be addressed from the ground up during the
design of security features.

Our work aims to promote the adoption of user-centered secu-
rity design by presenting a four-stage design process (see Section 3)
that goes beyond the initial ideation of dialogs and is applicable to
entire security tasks. The remaining sections exemplify this design
process on the use case of authentication ceremonies in secure in-
stant messaging.

3 DESIGN METHOD

User-Centered Design involves users at every step of the design
process and focuses on their goals and requirements. Usually, this
process is iterative in nature and driven by evaluation. We chose
our process with two main goals in mind: (1) exploring the de-
sign space from the users’ perspective — including a security eval-
uation of the specific suggestions and extracting general themes
about authentication from the qualitative data; (2) comparing the
most promising of the candidates with an existing authentication
ceremony — necessarily these candidates need to be fleshed out
and developed further for a meaningful comparison. Users are the
main focus of our research, but they are neither security nor UX
experts — we do not expect them to design usable and secure cere-
monies on their own. Security experts are necessary to contextual-
ize participants’ conceptual ideas and match them to existing secu-
rity mechanisms. UX experts are indispensable to designing usable
interactions with great security experience. Above considerations
and our comprehensive literature survey resulted in a four-stage
design process as presented in Figure 1:

(1) Collaborative Design Workshops. We start by collecting users’
ideas about how authentication should work including their
goals and requirements. We apply a participatory design ap-
proach by conducting collaborative design workshops. Par-
ticipatory design considers the users’ cooperation with de-
signers as a possibility to bridge the gap between the users’
tacit knowledge, i.e., knowledge that is hard to communi-
cate, and the designers’ abstract and analytic knowledge [38].
We structured these workshops similar to the participatory
design studies by Weber et al. [45] and Gorski et al. [20]:
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Figure 1: Overview of the design-process and the involved
parties. We describe each of the steps in a separate section
in the remaining paper.

(1) participants reported about their experience with secure
messengers, (2) we created a shared language about MitM at-
tacks and authentication, and (3) participants designed and
discussed conceptual authentication ceremonies. Section 4
provides a detailed description of the collaborative design
workshops.
(2) Narrowing Down the Design Space. The design workshops
resulted in a design space with many creative conceptual
ideas. We conducted a security evaluation to narrow this de-
sign space to feasible ideas. We selected concepts that users
mentioned commonly and perceived as secure. If possible,
we matched those concepts with security mechanisms that
actualized the concepts’ perceived security. We removed con-
cepts that participants mentioned rarely and concepts with-
out matching security mechanisms. Section 5 provides a de-
tailed description.
Iterative Storyboard Prototyping. After selecting viable con-
cepts, we design prototypes based on them. We refine and
evaluate these prototypes with users in an iterative process.
We apply prototyping techniques because they can also be
used to analyze the work process of prospective users and
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simulate possible future work [8]. For each concept, we sketched

all possible states of the user interface, which resulted in
a storyboard. We presented these storyboard prototypes to
potential users and asked them to describe the concepts be-
hind them and estimate the prototypes’ security benefits.
Then, we encouraged them to redesign the storyboards us-
ing pen and paper. After two iterations, we presented the
storyboards and the feedback we received to a UX expert
with several years of experience and improved them accord-
ingly. Section 6 provides a detailed description of the itera-
tive storyboard prototyping.

(4) Evaluation. After concluding the iterative development of
prototypes, we evaluate the prototypes’ secure experience
and usability with prospective users. In a between-subjects
online study, we evaluate the three resulting prototypes against
a storyboard prototype of Signal’s authentication ceremony.
We recruit participants on Amazon MTurk and randomly as-
sign conditions. Afterward, they respond to a questionnaire
about the prototypes’ usability, user experience, perceived
security, and protection against different threats. Section 7
provides a detailed description of the evaluation.
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Security requirements. The purpose of authentication ceremonies
is to mitigate MitM attacks. To do this securely, the conversation
partners have to compare the key material they use. The conver-
sation is secure if all conversation partners agree on the correct
key material. Comparing key material is possible in three ways:
(1) out-of-band, (2) in-band, and (3) using zero-knowledge proofs.

For the first kind of comparison, the conversation partners have
to meet, which requires planning for potential future security re-
quirements. The second and third types of comparison allow an
in-the-moment approach to security. In our study, we did not pre-
scribe any method of application in order to not restrict the intu-
itions of our participants.

Before conversation partners decide to use an authentication
ceremony they have to negotiate the need for one. The person who
identifies the need for additional security has to explain the pur-
pose and necessity of authentication ceremonies. This explanation
requires at least a high-level view of potential attackers’ capabil-
ities. Additionally, the user experience of the ceremony needs to
provide convincing evidence of its protective power — even if users
do not exactly understand its technical background.

Ethical considerations. For all three parts of this work, we col-
lected basic demographic data but no personally identifiable infor-
mation. For the workshop, we collected the participants’ email ad-
dresses to organize the workshops and communicate the results.
These were stored separately from the study data. All participants
were informed about the purpose and procedure of the study. Be-
fore the workshop, we asked all participants to sign a consent form;
for the iterative storyboard prototyping, we asked for verbal con-
sent. The online study had a consent form on the first page, includ-
ing all necessary information on data collection and processing.
We compensated all participants for their time. Our university’s
ethical review board (ERB) approved the study.

4 COLLABORATIVE DESIGN WORKSHOPS

We conducted workshops to collect the prospective users’ ideas
of authentication ceremonies, e.g., how they imagined the process
and what motivation they need to complete it. Similar to Weber
et al. [45] we divided each workshop into three phases: (1) discus-
sion of experiences with secure messaging, (2) creating a shared
language for basic security concepts, and (3) prototyping concep-
tual ceremonies. In the first phase we asked all participants about
their common messenger usage. Additionally, we encouraged par-
ticipants to report negative and positive experiences with these
tools. The goal of this phase was to acquaint the participants with
each other and to identify general challenges with secure messag-
ing.

During the second phase, we presented a slide show (included
in the supplementary material) explaining end-to-end encryption,
threat models, and MitM attacks to create a common base of knowl-
edge and to establish a common language among the participants.
In the last phase, we asked the participants to provide prototypes
of conceptual authentication ceremonies and to explain their ideas
verbally and through drawings. In the beginning of this prototyp-
ing phase, we asked the participants to provide suggestions on how
to ensure that they are communicating with the intended person
if they could meet in person only once or not at all. Later on, we
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asked them how they establish trust in the offline world, and if
and how those strategies could be translated to electronic commu-
nication. After about an hour we debriefed the participants and
discussed remaining open questions.

Analysis. We collected different types of data: a set of drawings
of conceptual prototypes, audio recordings, and our written notes.
Two independent coders traversed the notes and corresponding
drawings to systematically assign codes, a process known as open
coding. We used the audio recordings to clarify misleading notes or
drawings, which were difficult to understand. The resulting inter-
coder agreement (Krippendorff’s U = 0 69 for the experience re-
ports and U = 0 67 for the prototypes) allows us to draw tenta-
tive conclusions from the data. We grouped the resulting codes
into categories to identify the most common concepts for authen-
tication ceremonies among our participants. The full protocol and
codebook is presented in the supplementary material. Since the
workshops were conducted in a different language the researchers
translated the codebook, quotes, and the shown drawings.

Pilot study. We conducted a pilot study consisting of three ses-
sions with one participant each. Contrary to the rest of the study,
the participants had basic knowledge about cryptography. Since
those participants came up with rather unusual prototypes for au-
thentication ceremonies, we assumed that the procedure would
also work for other participants. Based on the pilot study we con-
cluded that the notion of trust needs to be well-defined when ask-
ing participants how they would establish trust. Therefore, we de-
cided to add two offline trust scenarios to our study design: (1)
meeting a previously unknown bank advisor, and (2) handing over
a package that was accepted for an unknown neighbour.

Recruitment and participants. We conducted five sessions with
two participants each. We invited interested users who used secure
messaging applications, who described themselves as having a lay
person’s understanding of cryptography, and who did not have
concrete threat models in mind. We deliberately excluded partici-
pants with either a background in cryptography, or with concrete
threat models. Both types of participants will already know about
authentication ceremonies and have preconceived notions on how
they should work — which would narrow their design space. We
created a dedicated website to inform about the study and adver-
tised it via email, Facebook, and Twitter. Additionally, we used
snowball recruitment to quickly find interested and qualified par-
ticipants. We compensated them for their time with food and non-
alcoholic drinks during the sessions, and by offering future secu-
rity advice (which one participant accepted).

All ten participants either graduated from a university or were
currently attending one. Four participants received some kind of
training related to computer science, but had no further knowl-
edge in security or cryptography. Seven participants were female
and three were male. The average age was 28.2 (min=22, max=35,
sd=4.76). The participants self-reported their knowledge on cryp-
tography and IP networks on a scale from one (“very little”) to six
(“very much”). The participants rated their knowledge about cryp-
tography (m=2, sd=1.3) as well as IP networks (m=2, sd=1.6) as low.
This reflects that our target population should only have a lay per-
son’s understanding of cryptography.
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4.1 Results

In the following, we present the experience reports, the most com-
mon conceptual prototypes that came up during the workshops,
and the priorities and expectations that participants explicitly named.

Experience reports. At the beginning of each session, participants
reported on their experience with secure instant messengers. Con-
venience was the participants prime reason to praise messengers,
e.g. Telegram and WhatsApp have large user base and work on all
platforms. Peer pressure is an important reason for choosing mes-
sengers: “If I have a close friend who insists on only using WhatsApp
and I really want to communicate with him, then I am forced to use
WhatsApp, even if I don’t want to — otherwise I have no way of com-
municating with that friend”. Features were equally important for
users, e.g., participants liked Telegram for its sticker packages. All
participants expressed annoyance about the diversity of apps and
lacking inter-operability. Some participants criticized messengers
that require a phone number. Signal but also to a lesser degree Tele-
gram were criticized for their lacking quality of service. Many par-
ticipants did not trust WhatsApp and Facebook Messenger because
of Facebook’s bad privacy reputation. Interestingly, usability did
not seem to be a major concern for our participants. Participants
were mostly unaware of authentication ceremonies’ existence. The
few aware participants perceived them as confusing rather than
helpful: ‘T don’t really understand how it [WhatsApp encryption]
works, because it says encryption is used, but when you access the
contact data, you can encrypt it again with some kind of code, so I
don’t get that. [...] and you have to be in the same place to do that,
that’s very bothersome.”

Trust establishment. The participants proposed numerous ways
of authentication in electronic communication and provided 20
conceptual prototypes. We categorized the concepts into six meth-
ods of establishing trust: (1) shared knowledge: comparing knowl-
edge that is only known to the conversation partners, (2) picture-
based: showing pictures or videos of conversation partners, (3) so-
cial: asking friends or trusted contacts if they have authenticated
the conversation partner, (4) institutional: trusting institutions to
correctly authenticate people, (5) habituation: building up trust in
the identity of the conversation partner over long periods of time,
and (6) measurement-based: using technological measurements to
test if the conversation could currently be under attack. Fifteen
of the suggested prototypes were from the first three categories,
which suggests that these come more intuitively to mind than oth-
ers. The other three categories of trust establishment were not as
popular and only had one or two suggestions each.

Shared Knowledge: Nine out of ten participants proposed an iden-
tification method based on shared knowledge immediately after we
confronted them with the possibility of communicating with an
intruder. The three most common concepts were: (1) exchanging
a password used for accessing conversation, (2) agreeing on code
words and communicating using Spy Speak (a common TV trope),
and (3) asking personal questions that only the other could answer.
They reported high confidence in these methods, since they as-
sume that only their conversation partner knows the agreed code
words or can answer the personal questions.
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Picture-based: Six participants suggested a picture-based authen-
tication of conversation partners and three of them provided a
conceptual prototype for this method. Participants suggesting this
were quite confident that they were talking to the right person
afterwards, since they usually knew the face of their communi-
cation partners. However, most of them noticed that an attacker
could spoof pictures. Therefore, the resulting trust would increase
if senders could prove that the pictures are recent or if real-time
communication, i.e. a video-chat, is used.

Social: All participants reported everyday life situations in which
they receive information about identities and trust from their so-
cial contacts, but most were uncertain how this process of estab-
lishing social trust could be translated to electronic communica-
tion. The three participants who provided a conceptual prototype
for social authentication wanted the messaging client to automat-
ically establish which of their contacts is trusted by one or more
friends. The participants reported that the resulting trust from so-
cial authentication would be medium to low, suggesting that social
authentication can only be part of a more extensive authentication
concept and that trust transitivity highly depends on the friend
who verified the contact.

Institutional: During the discussion about establishing trust in
the offline world, five participants mentioned that they would ask
for some form of institutional identification card. Two other partic-
ipants said that in business scenarios they would check the name
tag of their conversation partner to establish the person’s name
and their affiliation. This form of trust is based on the issuing orga-
nization: if a bank or a government vouches for someones identity,
the trust in the organization is transferred to the person in ques-
tion. However, none of the participants had a suggestion on how to
translate this form of trust establishment to electronic communica-
tion, which means that we did not receive a conceptual prototype
for this form of trust.

Habituation: Offline relationships with neighbors, colleagues, and
even bank employees indicate that some kind of trust can be built
up over time. Almost all participants said that this is not a fool-
proof way of establishing trust, but that they nonetheless depended
on this method in some ways. Participants usually agreed that this
method could be useful in electronic communication as well. They
said that time builds valid identities because information collected
over time can be matched with information from other sources.
Measuring this trust involves either counting the number of mes-
sages between conversation partners or measuring the time since
the last key change.

Measurement-based: Even participants who are reluctant to con-
duct authentication ceremonies with every contact might still want
to verify the communication security in more sensitive circum-
stances. Testing based trust establishment reflects this belief and
offers different ways to test the communication channel for eaves-
droppers. Approaches to testing-based trust were mostly technol-
ogy based, one included meeting up and comparing the received
messages in order to reveal if any manipulations took place, and
another checked the quality of transmission.

Drawings. In the following, we present three conceptual proto-
types based on most frequent coding categories. We translated the
participants’ pen and paper drawings to English.
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